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Security in Future Home Networks

The AutHoNe Security Architecture

Security in today’s home networks Idea: Adapt enterprise solutions to home networks and make them easy to use
. WLAN access protected by shared key Identities:

= Flexibility? Usability? Security? . Each home maintains its own Certificate Authority
. Most other services are not protected, e.g. UPnP, DLNA, ... . Each home issues certificates to its users

- Unique IDs for users/devices/services are derived from their respective public keys

Security in future home networks . -
Device/Home Pairing

ke cleviees . Assist home network administrator and users with semi-automated certificate creation

. . Hide difficult to understand details behind the easy to understand concept of
. More services : . :
Desi N _ ith friend the Device/Home Pairing mechanism
- Desire to share services with iriends . The user ,pairs” the device with his home network and obtains a certificate

Authorization

= Future home networks need mechanisms for user/device authentication . XACML Policies are used for defining fine grained access rights
and fine grained authorization that are easy to use and easy to understand . Policies and complex technical details are hidden behind GUIs and simple XML databases
Services

. Radius and EAP-TLS for network access
. TLS protected Devices Profile for Web Services (DPWS) for plug and play services
. https for all web based services

Architecture Device/Home Pairing

Steps after the pairing
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by the Authentication Server
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